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The LSST Information Classification Policy 

Summary  

This information classification policy provides guidance for classification and management of all LSST 
information resources. This classification policy is generally available to all project staff. 

Acronyms and Definitions of Terms 

 Glossary of Abbreviations (Document-11921) 

 Glossary of Definitions (Document-14412) 

Reference Documents 

“LSST Master Information Security Policy” (LPM-121) 

https://docushare.lsstcorp.org/docushare/dsweb/Get/Document-11921/Glossary%20of%20Definitions.docx
https://docushare.lsstcorp.org/docushare/dsweb/Get/Document-14412/Glossary%20of%20Definitions.docx
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The LSST Information Classification Policy 

1 Purpose and Scope 

LSST has adopted this information classification policy to support the management and protection of 
information, including electronic data. All LSST personnel shall be guided by the information category in 
their security-related handling of LSST information. 

For information regarding violations and enforcement, please refer to the LSST Master Information 
Security Policies & Procedures (LPM-121). 

2 Information Categories 

All LSST information and all information entrusted to LSST by third parties falls into one of the classification 
categories in the following table.  These categories are presented in order of increasing sensitivity. 

Information Category Description Examples 

Shareable Information that is not confidential and can be 
made public without any adverse implications. 
Note that not all data classified as shareable is 
actively advertised to any community or is 
necessarily available without authorization.  

● Published research results 

● Published open source 
software, open software 
process documentation 
(except for process 
documentation about 
vulnerabilities) 

● Data designated as public 

Internal Access to and use of this information is broadly 
accessible to project staff and others authorized 
by project management. Information in this 
category is used only for project purposes, and 
may not be shared outside of project staff and 
others authorized by project management. 

The risks associated with accidental disclosures 
of small amounts of Internal data are small. The 
risks of large or routine or malevolent 
disclosures of Internal data are significant. 

 

● Unreleased observational data 
products 

● Freely offered personal (as 
opposed to office) contact 
information intended for other 
project personnel 

● Information about participants 
in public events 

● Cyber-security policies and 
procedures, security sub plans, 
that could be used to increase 
the impact of an attack 

● Test data, information, and 
tools from third parties 
provided for project use only 
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Protected User Scientific data and operational metadata 
reserved for authorized data consumers, who 
are normally outside the project.  

The risks associated with accidental disclosures 
of small fractions of Protected User data are 
small. The risks of large or routine, or 
malevolent disclosure of Protected User data 
are significant. 

● Released LSST Level 2 data 
products 

● User-generated (aka Level 3) 
data products 

● Certain operational metadata 
that discloses research topics of 
end users, for example, queries  

Sensitive Generation or ingest of, or access to Sensitive 
Information, needs to be limited to 
management-approved individuals or roles. At 
least one of the following apply: 

● The risks of disclosure of Sensitive Data are 
significant.  

● Generation (or ingest) of Sensitive Data 
needs to be confined to explicitly authorized 
roles or individuals because of information 
security risks. 

● Project sensitive competitive 
bids 

● System and network root 
access passwords 

● Virtual Machine configurations 
on central systems 

● Proprietary Designs 

● Labor rates 

● Emergency Contact Information 

● AURA Management Council for 
LSST (AMCL) meeting 
proceedings-executive sessions 

Highly Sensitive Highly Sensitive Data is Information associated 
with regulatory or contractual burdens that 
require specific compliance planning or controls 
not normally associated with Sensitive Data. The 
risks of disclosure of Sensitive Data are highly 
significant. 

● PII 

● Bank account numbers 

● Personnel data e.g., Salaries 
● Export Controlled 

3 Process for Information Classification 

The LSST project provides for repositories appropriate for each information category. Each Subsystem 
Manager is aware of the information being produced under his or her direction and ensures that the 
information is placed in an appropriate repository, and thereby classified. The Information Security Officer 
provides processes for the re-classification of existing information. 

4 Information Asset Management 

The relevant manager is, initially, the Subsystem Manager or project office manager responsible for the 
creation (or ingestion) of the information. Management may be transferred to another manager by 
mutual agreement documented in a memo or email. Relevant managers review information under their 
management for consistency with the information classification policy. Delegation of information asset 
management is documented in security sub-plans. 
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4.1 Management of Sensitive and Highly Sensitive Information 

The relevant manager, the relevant Subsystem Scientist, LSST executive level managers and the LSST 
Project Scientist authorize individuals who are allowed to access, generate, ingest or modify specific 
Sensitive and Highly Sensitive Information. The relevant manager is responsible for removing a person 
from such a role as assignments within a project change. The relevant manager is responsible for revoking 
individual access when access by that individual is no longer needed. 

Sensitive and Highly Sensitive Information that is withdrawn from a repository must be encrypted when 
sent over the network and when stored. Sensitive and Highly Sensitive Information that is withdrawn may 
only be retained outside of a repository for active use within an authorized LSST business purpose. 

4.2 Internal Information 

Subsystem Managers, Subsystem Scientists, executive managers and the Project Scientist authorize 
people outside of project staff to view subsets of Internal information.  

4.3 Information Repository Management 

Systems and Network engineers manage the data repositories, ensuring that security controls 
implementing confidentiality are in-place and functioning. These security controls are listed in LPM-121 
the Master Security Plan and the sub-system security sub-plans. Systems engineers are responsible for 
ensuring that access to Sensitive and Highly Sensitive information is auditable. Systems engineers assure 
that the classification of information is evident to trained repository users. 

4.4 All Project Staff 

Trust in handling Information that is classified as Internal is a necessary condition for participation as staff 
to the LSST project. All staff must be trained in information classification, and the repositories relevant to 
their work. Individuals who are not staff, but are authorized to access non-public data, must be briefed 
on proper protection of the information by the person authorizing access. The briefing needs to be 
informally documented, such as by email. 

5 Information Asset Managers 

Information asset managers include LSST Executive Management, Subsystem Managers, Subsystem 
Scientists, and System and Network Administrators. All data and/or information received or generated 
should be assigned to at least one of these asset managers for data classification. 

 

 


